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DETAILED ACTION 

1 . Claims 1-27 are pending for examination. 

2. Claims 1-27 are rejected. 



Claim Rejections - 35 USC §101 
35 U.S.C 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

3. Claims 1-27 are rejected under 35 U.S.C 101 because the claimed invention is directed 
to non-statutory subject matter. In claims 1,1 1,20 and 25 (and by dependency the associated 
dependent claims), the first and second stations comprise the various elements as recited in the 
claim language including "a [first / second] hyper frame number (HFN) . . .". A number per se is 
non-statutory subject matter. Further, claim 20 (and by dependency the associated dependent 
claims), recites "A data structure. . ." which is also non-statutory subject matter (i.e., a data 
structure may be embodied on a computer readable media). For the sake of applying art, the 
examiner assumes the HFN is stored in the system, in a memory storage (means), and the "data 
structure" is computer readable media embodied. 



Claim Rejections - 35 USC §102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 
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4. Claims 1-27 are rejected under 35 U.S.C. 102(b) as being anticipated by Finkelstein et al, 
U.S. Patent 5,319,712. 

5. As per claim 1; "A method for synchronizing a ciphering key change in a wireless 
communications system, the wireless communications system comprising: a first station capable 
of receiving a security mode command to effect a ciphering change, and capable of receiving 
encrypted layer 2 protocol data units (PDUs), each received PDU being sequentially identified 
by an n-bit frame number (FN), the first station comprising: a first m-bit hyper frame number 
(HFN); and a decryption unit capable of decrypting received PDUs according to at least a first 
ciphering key, the first HFN, and the FN of each received PDU; and a second station capable of 
transmitting the security mode command, and capable of transmitting encrypted PDUs, the 
second station comprising: a second m-bit HFN; and an encryption unit capable of encrypting 
transmitted PDUs according to at least the first ciphering key, the second HFN, ,and an FN 
associated with each transmitted PDU; the method comprising: the second station determining an 
activation time at which a ciphering key change is to occur [col. 1, lines 52-64, col. 2,lines 4-13, 
col. 3,lines 20-58]; the second station composing the security mode command, the security mode 
command comprising a switching FN corresponding to the activation time, and x least- 
significant bits (LSBs) from the second HFN corresponding to the activation time [col. 3, lines 
59-col. 4,line 32]; the second station transmitting the security mode command [col. 2,lines 30-44 
]; the first station receiving the security mode command; the first station utilizing the switching 
FN and the x LSBs from the second HFN contained in the security mode command to obtain an 
application time [col. 4,lines 48-col. 5,line 33]; and the first station using the first ciphering key 
to decrypt PDUs with FNs sequentially prior to the application time, and using a second 
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ciphering key to decrypt PDUs with FNs sequentially on or after the application time [col. 1, lines 
65-col. 2,line 14, col. 5,lines 33-65].". 

6. Claim 2 additionally recites the limitation that; "[The method of claim 1] wherein the 
first station increments the first HFN by a predetermined value on detection of roll-over of an FN 
of a received PDU ". The teachings of Finkelstein et al suggest such limitations (col. 3,lines 1- 
col. 2,line 32, col. 4,lines 48-col. 5, line 6, figure 1 and accompanying description); 

7. Claim 3 additionally recites the limitation that; "[The method of claim 1] wherein the 
second station increments the second HFN by a predetermined value on detection of roll-over of 
an FN of a transmitted PDU.". The teachings of Finkelstein et al suggest such limitations (col. 
3,lines 1-col. 2,line 32, col. 4,lines 48-col. 5, line 6, figure 1 and accompanying description). 

8. Claim 4 additionally recites the limitation that; "[The method of claim 1] wherein the 
first HFN and the second HFN are synchronized". The teachings of Finkelstein et al suggest 
such limitations (col. 3, lines 1-col. 2,line 32, col. 4,lines 48-col. 5,line 6, figure 1 and 
accompanying description). 

9. Claim 5 additionally recites the limitation that; "[The method of claim 4] wherein the 
activation time corresponds to a second HFN/FN sequence pair for a crossover PDU, the 
crossover PDU being the sequentially earliest PDU encrypted using the second ciphering key, 
and the application time corresponds to a synchronized first HFN/FN sequence pair for a 
corresponding received PDU.". The teachings of Finkelstein et al suggest such limitations (col. 
l,lines 65-col. 2,line 14, col. 4,lines 33-col. 5,line 65). 

10. Claim 6 additionally recites the limitation that; "[The method of claim 5] wherein the 
switching FN is the FN of the crossover PDU, and the x LSBs are extracted from the second 
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HFN corresponding to the crossover PDU." The teachings of Finkelstein et al suggest such 
limitations (col. 4,lines 48-col. 5,line 33). 

1 1 . Claim 7 additionally recites the limitation that; "[The method of claim 1] wherein the 
activation time is equal to the application time.". The teachings of Finkelstein et al suggest such 
limitations (col. l,lines 65-col. 2,line 14, col. 4,lines 48-col. 5,line 65). 

12. Claim 8 additionally recites the limitation that; "[The method of claim 1] wherein x is 
greater than or equal to 2 ." The teachings of Finkelstein et al suggest such limitations (col. 
4,lines 48-col. 5,line 33, figure 1 and accompanying description). 

13. Claim 9 additionally recites the limitation that; "[The method of claim 1] wherein x is 
equal to m.". The teachings of Finkelstein et al suggest such limitations (col. 4,lines 48-col. 
5,line 33, figure 1 and accompanying description). 

14. Claim 10 additionally recites the limitation that; "[The method of claim 1] wherein the 
first station compares the x LSBs from the second HFN contained in the security mode command 
to determine a cyclical positioning of the switching FN within the first HFN.". The teachings of 
Finkelstein et al suggest such limitations (col. 1, lines 65-col. 2,line 14, col. 4,lines 48-col. 5, line 
65, figure 1 and accompanying description). 

15. As per claim 1 1 ; "A wireless communications system [This claim is a apparatus (system) 
claim for the method claim 1 above, and is rejected for the same reasons provided for the claim 1 
rejection] comprising: a first station capable of receiving encrypted layer 2 protocol data units 
(PDUs), and capable of receiving a security mode command, the first station comprising: a 
receiving buffer for storing received PDUs, the first station associating a sequentially ordered n- 
bit frame number (FN) and an m-bit hyper frame number (HFN) with each received PDU; an 
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extraction unit for obtaining an application time from a switching FN and x least significant bits 
(LSBs) of a second HFN, the switching FN and the x LSBs of the second HFN contained in the 
security mode command; a first ciphering key; a second ciphering key; and a decryption unit for 
decrypting the received PDUs, the decryption unit using the first ciphering key to decrypt any 
received PDU with an HFN/FN pair that is sequentially before the application time, and using 
the second ciphering key to decrypt any received PDU with an HFN/FN pair that is sequentially 
on or after the application time.". 

16. Claim 12 additionally recites the limitation that; "[The system of claim 1 1] further 
comprising [This claim is a apparatus (system) claim for the method claim 1 above, and is 
rejected for the same reasons provided for the claim 1 rejection] a second station capable of 
transmitting the security mode command, and capable of transmitting the encrypted PDUs; 
wherein PDUs that are sequentially before the application time are encrypted using the first 
ciphering key, and PDUs sequentially on or after the application time are encrypted using the 
second ciphering key.". 

17. Claim 13 additionally recites the limitation that; "[The system of claim 12] wherein the 
HFN of each received PDU is synchronized with a co-responding HFN on the second station for 
each PDU transmitted by the second station.". The teachings of Finkelstein et al suggest such 
limitations (This claim is a apparatus (system) claim for the method claim 4 above, and is 
rejected for the same reasons provided for the claim 4 rejection). 

18. Claim 14 additionally recites the limitation that; "[The system of claim 13] wherein the 
second station comprises an encryption unit capable of generating an activation time, the 
activation time corresponding to an HFN/FN sequence pair for a crossover PDU, the crossover 
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PDU being the sequentially earliest PDU encrypted by the encryption unit using the second 
ciphering key, and the application time corresponds to a synchronized HFN/FN sequence pair for 
a corresponding PDU received by the first station.". The teachings of Finkelstein et al suggest 
such limitations (This claim is a apparatus (system) claim for the method claim 1 above, and is 
rejected for the same reasons provided for the claim 1 rejection). 

19. Claim 15 additionally recites the limitation that; "[The system of claim 14] wherein the 
switching FN is the FN of the crossover PDU, and the second HFN is the HFN of the crossover 
PDU.". The teachings of Finkelstein et al suggest such limitations (col. 3,lines 1-col. 2,line 32, 
col. 4,lines 48-col. 5, line 6, figure 1 and accompanying description). 

20. Claim 16 additionally recites the limitation that; "[The system of claim 14] wherein the 
activation time is equal to the application time.". The teachings of Finkelstein et al suggest such 
limitations (col. 1, lines 65-col. 2,line 14, col. 4,lines 48-col. 5,line 65). 

21 . Claim 17 additionally recites the limitation that; "[The system of claim 11] wherein the 
first station increments the HFN associated with a first PDU by a predetermined value on 
rollover of the FN associated with the first PDU.". The teachings of Finkelstein et al suggest 
such limitations (This claim is a apparatus (system) claim for the method claim 2 above, and is 
rejected for the same reasons provided for the claim 2 rejection). 

22. Claim 18 additionally recites the limitation that; "[The system of claim 1 1] wherein x is 
greater than or equal to 2." The teachings of Finkelstein et al suggest such limitations (col. 
4,lines 48-col. 5, line 33, figure 1 and accompanying description). 
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23. Claim 19 additionally recites the limitation that; "[The system of claim 1 1] wherein x is 
equal to m." The teachings of Finkelstein et al suggest such limitations (col. 4,lines 48-coL 

5, line 33, figure 1 and accompanying description). 

24. As per claim 20; "A data structure [For the purpose of applying art, this claim is the 
stored memory (means), and the "data structure" is computer readable media embodied claim 
(see 101' rejection above) for the method claim 1 above, and is rejected for the same reasons 
provided for the claim 1 rejection] for use in a wireless communications system to synchronize a 
ciphering key change in the wireless communications system, the wireless communications 
system comprising: a first station capable of receiving encrypted layer 2 protocol data units 
(PDUs), assigning a first n-bit frame number (FN) and a first m-bit hyper frame number (HFN) 
to each received PDU to generate a first HFN/FN pair for each received PDU, and decrypting 
each received PDU according to the first HFN/FN pair, an application time, a first ciphering key, 
and a second ciphering key, the first station using the first ciphering key if the first HFN/FN pair 
is sequentially before the application time, and using the second ciphering key if the first 
HFN/FN pair is sequentially on or after the application time; and a second station capable of 
transmitting the encrypted PDUs, the second station assigning a second n-bit FN and a second m- 
bit HFN to each PDU to be transmitted to generate a second HFN/FN pair for each PDU to be 
transmitted, and encrypting each PDU to be transmitted according to the second HFN/FN pair, 
an activation time, a third ciphering key, and a fourth ciphering key, the second station using the 
third ciphering key if the second HFN/FN pair is sequentially before the activation time, and 
using the fourth ciphering key if the second HFN/FN pair is sequentially on or after the 
activation time; the data structure comprising: x least significant bits (LSBs) of a second HFN 
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corresponding to the activation time; and a switching FN corresponding to the activation time; 
wherein the second station composes the data structure and transmits the data structure to the 
first station to enable the first station to synchronize the application time with the activation 
time.". 

25. Claim 21 additionally recites the limitation that; "[The data structure (For the purpose of 
applying art, this claim is the stored memory (means), and the "data structure" is computer 
readable media embodied claim (see 101' rejection above)) of claim 20] wherein the switching 
FN is the FN of a second HFN/FN pair of a crossover PDU transmitted by the second station, the 
crossover PDU being the sequentially earliest PDU encrypted using the fourth ciphering key, and 
the x LSBs are extracted from the HFN of the second HFN/FN pair of the crossover PDU.". The 
teachings of Finkelstein et al suggest such limitations (col. l,lines 65-col. 2,line 14, col. 4,lines 
33-col. 5,line 65). 

26. Claim 22 additionally recites the limitation that; "[The data structure (For the purpose of 
applying art, this claim is the stored memory (means), and the "data structure" is computer 
readable media embodied claim (see 101' rejection above) for the method claim 8 above, and is 
rejected for the same reasons provided for the claim 8 rejection) of claim 20] wherein x is two.". 

27. Claim 23 additionally recites the limitation that; "[The data structure (For the purpose of 
applying art, this claim is the stored memory (means), and the "data structure" is computer 
readable media embodied claim (see 101' rejection above)) of claim 20] wherein the third 
ciphering key is associated with the first ciphering key, and the fourth ciphering key is associated 
with the second ciphering key". The teachings of Finkelstein et al suggest such limitations (col. 
l,lines 65-col. 2,line 14, col. 4,lines 33-col. 5,line 65). 
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28. Claim 24 additionally recites the limitation that; "[The data structure (For the purpose of 
applying art, this claim is the stored memory (means), and the "data structure" is computer 
readable media embodied claim (see 101' rejection above)) of claim 23] wherein the third 
ciphering key is identical to the first ciphering key, and the fourth ciphering key is identical to 
the second ciphering key.". The teachings of Finkelstein et al suggest such limitations (col. 
l,lines 65-coI. 2,line 14, col. 4,lines 33-col. 5,line 65). 

29. As per claim 25; "A method for removing cyclical ambiguity of an n-bit identifying 
frame number (FN) transmitted in a signaling message from a first station to a second station in a 
wireless communications system, the identifying FN identifying a layer protocol data unit (PDU) 
in a stream of PDUs, the first station comprising a first m-bit hyper frame number (HFN) that is 
incremented by a first value upon detection of roll-over of an FN in the stream of PDUs, each 
PDU in the stream of PDUs having an associated FN value and each FN value having an 
associated HFN value, the method comprising: the first station placing the identifying FN into a 
first field of a message; the first station placing x least significant bits (LSBs) from the HFN 
value associated with the identifying FN in a second field of the message; and the first station 
transmitting the message to the second station [col 1, lines 52-64, col. 2,lines 4-13, col. 3, lines 
20-58, col. 3, lines 59-col. 4,line 32]; wherein after reception of the message, the second station 
uses the x LSBs of the second field to determine a cyclical position of the identifying FN [col. 
l,lines 65-col. 2,line 14, col. 4,lines 48-col. 5,line 65].". 

30. Claim 26 additionally recites the limitation that; "[The method of claim 25] wherein x is 
greater than or equal to two ". The teachings of Finkelstein et al suggest such limitations (col. 
4,lines 48-col. 5, line 33, figure 1 and accompanying description). 
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3 1 . Claim 27 additionally recites the limitation that; "[The method of claim 25] wherein the 
second station has a second HFN that is synchronized with the HFN of the first station, and the 
second station uses the x LSBs of the second field to determine the cyclical position of the 
identifying FN within the second HFN .". The teachings of Finkelstein et al suggest such 
limitations (col. 1, lines 65-coL 2,line 14, col. 4,lines 48-coL 5,line 65). 



32. Any inquiry concerning this communication or earlier communications from examiner 
should be directed to Ronald Baum, whose telephone number is (703) 305-4276. The examiner 
can normally be reached Monday through Friday from 8:00 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh, can be reached at (703) 305-9648. The Fax numbers for the 
organization where this application is assigned are: 
After-final (703) 746-7238 

Official (703) 746-7239 

Non-Official/Draft (703) 746-7246 
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